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NOTICE 

Confidentiality Notice 

This report contains sensitive, privileged, and confidential information. Precautions should be 

taken to protect the confidentiality of the information in this document. The publication of this 

report may cause reputational damage to Example Corp, LLC. or facilitate attacks against 

Example Corp, LLC. SB Software Inc. shall not be held liable for special, incidental, collateral, or 

consequential damages arising out of the use of this information. 

Disclaimer 

Note that this assessment may not disclose all vulnerabilities that are present on the systems 

within the scope of the engagement. This report is a summary of the findings from a “point-in-

time” assessment made on Example Corp, LLC.’s environment. Any changes made to the 

environment during the period of testing may affect the results of the assessment.  

 

 

  



 

EXAMPLE CORP, LLC. CONFIDENTIAL Page 3 

 

 

 

TABLE OF CONTENTS 
NOTICE 2 

Confidentiality Notice 2 

Disclaimer 2 

TABLE OF CONTENTS 3 

EXECUTIVE SUMMARY 5 

HIGH LEVEL ASSESSMENT OVERVIEW 6 

Observed Security Strengths 6 

Areas for Improvement 7 

Short Term Recommendations 7 

Long Term Recommendations 8 

SCOPE 9 

Networks Error! Bookmark not defined. 

Other Error! Bookmark not defined. 

Provided Credentials Error! Bookmark not defined. 

TESTING METHODOLOGY 10 

CLASSIFICATION DEFINITIONS 11 

Risk Classifications 11 

Exploitation Likelihood Classifications 11 

Business Impact Classifications 12 

Remediation Difficulty Classifications 12 

INFORMATION GATHERING 13 

ENUMERATION 14 

VULNERABILITY ASSESSMENT 16 

APPENDIX A - TOOLS USED 26 

APPENDIX B - ENGAGEMENT INFORMATION 27 



 

EXAMPLE CORP, LLC. CONFIDENTIAL Page 4 

 

 

 

Client Information 27 

Version Information 27 

Contact Information 27 

 
  



 

EXAMPLE CORP, LLC. CONFIDENTIAL Page 5 

 

 

 

EXECUTIVE SUMMARY 
SB Software Inc. performed a security assessment of the internal corporate network of Example 

Corp, LLC. on November 3, 2023. SB Software Inc.’s penetration test simulated an attack from an 

external threat actor attempting to gain access to systems within the Example Corp, LLC. 

corporate network. The purpose of this assessment was to discover and identify vulnerabilities 

in Example Corp, LLC.’s infrastructure and suggest methods to remediate the vulnerabilities. SB 

Software Inc. identified a total of 2 vulnerabilities within the scope of the engagement which are 

broken down by severity in the table below. 

CRITICAL HIGH MEDIUM LOW INFORMATIONAL 

0 1 1 0 0 

The highest severity vulnerabilities give potential attackers the opportunity to obtain administrative 

access to the server which could lead to ransomware, exfiltration of corporate data, denial of 

service, and pivoting. To ensure data confidentiality, integrity, and availability, security 

remediations should be implemented as described in the security assessment findings.  

Note that this assessment may not disclose all vulnerabilities that are present on the systems 

within the scope. Any changes made to the environment during the period of testing may affect 

the results of the assessment.  
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HIGH LEVEL ASSESSMENT OVERVIEW 

Observed Security Strengths 

SB Software Inc. identified the following strengths in Example Corp, LLC.’s network, which greatly 

increases the security of the network. Example Corp, LLC. should continue to monitor these 

controls to ensure they remain effective. 

● Network Segmentation. One of the standout strengths in Example Corp's cybersecurity 

strategy is the effective implementation of network segmentation. Specifically, the isolation 

level is such that no other host or network is reachable from the isolated host, greatly 

minimizing the risk of lateral movement by unauthorized users or malicious software. This 

isolation technique significantly enhances the organization's security posture by ensuring that 

a compromise in one segment doesn't necessarily lead to exposure in another. Example Corp 

should continue to monitor this effective segmentation to ensure it remains in line with evolving 

best practices and organizational needs. 
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Areas for Improvement 

SB Software Inc. recommends Example Corp, LLC. takes the following actions to improve the 

security of the network. Implementing these recommendations will reduce the likelihood that an 

attacker will be able to successfully attack Example Corp, LLC.’s information systems and/or 

reduce the impact of a successful attack. 

Short Term Recommendations  
SB Software Inc. recommends Example Corp, LLC. take the following actions as soon as possible 

to minimize business risk.  

● Remove SUID Bit from Executables. Our audit revealed that a custom, unsafe executable 

within Example Corp's systems has the SUID (Set User ID) bit set, a configuration that allows 

users to execute the program with the permissions of the program's owner. While this can be 

useful for specific applications, it is often an unnecessary risk and can be exploited for 

privilege escalation attacks. 
● Update WordPress to Latest Version. Our security assessment identified that Example 

Corp's website is currently running on WordPress version 5.6.2, which is vulnerable to CVE 

2021-29447. This vulnerability could potentially allow attackers to exploit the platform, 

compromising the integrity and confidentiality of the website. It is imperative that Example 

Corp promptly updates its WordPress installation to a version that has addressed this 

vulnerability to ensure the safety of its web assets and protect against potential security 

breaches. Regularly updating software and platforms is a crucial practice in maintaining a 

robust security posture and mitigating risks associated with known vulnerabilities. 

● Enable Automatic Updates in WordPress. Enable Automatic Updates in WordPress. During 

our review, we observed that Example Corp's WordPress installation does not have automatic 

updates enabled. Automatic updates ensure that the platform receives the latest security 

patches, bug fixes, and enhancements as soon as they are released. By not enabling this 

feature, there is a potential delay in applying vital updates, leaving the website exposed to 

known vulnerabilities for longer periods. We strongly recommend that Example Corp activates 

automatic updates for WordPress. This proactive measure will significantly reduce the window 

of opportunity for attackers to exploit any newly discovered vulnerabilities and ensure that the 

website benefits from the latest improvements without manual intervention. 
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• Remove Disabled Plugins from WordPress. Our analysis unveiled that there are two 

disabled plugins present within Example Corp's WordPress setup. Notably, one of these 

plugins, "Hello Dolly", was exploited as an attack vector during our assessment. Even if 

plugins are deactivated, their files remain on the server and can be a potential source of 

vulnerabilities if they are not regularly updated or have inherent security flaws. Keeping 

unnecessary plugins, especially ones that have already been exploited, amplifies the risk of 

future security breaches. We strongly advise Example Corp to delete any disabled or unused 

plugins from their WordPress installation. This action will help streamline the website's 

maintenance and significantly reduce its attack surface. 

• Decrease Verbosity of User Facing Error messages. Overly verbose error messages on 

user facing interfaces can divulge information that is better kept secret. The overly verbose 

error messages on the WordPress login page of Example Corp’s WordPress site could be 

exploited to enumerate usernames. To address this, Example Corp should modify the 

configuration to replace specific error messages like "Invalid Username" or "Invalid Password" 

with more generic messages such as "Invalid Credentials." This will prevent attackers from 

gaining insights into whether a username exists on the system, reducing the risk of targeted 

attacks like credential stuffing or brute force attacks. Configuration changes should be 

carefully documented, and security audits should include verification that verbose error 

messages have been effectively neutralized. 

Long Term Recommendations  
SB Software Inc. recommends the following actions be taken over the next <NUM> months to fix 

hard-to-remediate issues that do not pose an urgent risk to the business. 

• Implement Brute Force Attack Mitigation. The absence of brute force attack prevention 

mechanisms can leave an application vulnerable to unauthorized access attempts that 

systematically try various username and password combinations. To mitigate this risk, 

Example Corp should implement security measures like CAPTCHA, account lockout policies, 

or rate-limiting to effectively thwart brute force attempts. These countermeasures will add an 

additional layer of security, making it exponentially more difficult for attackers to gain 

unauthorized access to the system. It's vital to document these changes and ensure that 

future security audits confirm the ongoing effectiveness of these brute force attack mitigations.  
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SCOPE 
All testing was based on the scope as defined in the Request For Proposal (RFP) and official 

written communications. The items in scope are listed below. 

Hosts 

Address Note 

10.10.162.222 Example Corp’s WordPress site server. 
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TESTING METHODOLOGY 
SB Software Inc.’s testing methodology was split into five phases: Information Gathering, 

Enumeration, Vulnerability Assessment, Exploitation, and Reporting/Mitigation. During the 

information gathering phase, we gathered information about Example Corp, LLC.’s network 

systems. SB Software Inc. used port scanning and other enumeration methods to refine target 

information and assess target values. Next, we conducted our targeted assessment. SB Software 

Inc. simulated an attacker exploiting vulnerabilities in the Example Corp, LLC. network. SB 

Software Inc. gathered evidence of vulnerabilities during this phase of the engagement while 

conducting the simulation in a manner that would not disrupt normal business operations. 

 

The following image is a graphical representation of this methodology. 
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CLASSIFICATION DEFINITIONS 

Risk Classifications 

Level Score Description 

CRITICAL 9-10 
The vulnerability poses an immediate threat to the 
organization. Successful exploitation may permanently 
affect the organization. Remediation should be immediately 
performed. 

HIGH 7-9 
The vulnerability poses an urgent threat to the organization, 
and remediation should be prioritized. 

MEDIUM 4-7 
Successful exploitation is possible and may result in notable 
disruption of business functionality. This vulnerability should 
be remediated when feasible. 

LOW 1-4 
The vulnerability poses a negligible/minimal threat to the 
organization. The presence of this vulnerability should be 
noted and remediated if possible. 

INFORMATIONAL 0-1 
These findings have no clear threat to the organization but 
may cause business processes to function differently than 
desired or reveal sensitive information about the company. 

Exploitation Likelihood Classifications 
Likelihood Description 

Likely 

Exploitation methods are well-known and can be performed 
using publicly available tools. Low-skilled attackers and 
automated tools could successfully exploit the vulnerability with 
minimal difficulty. 

Possible 
Exploitation methods are well-known, may be performed using 
public tools, but require configuration. Understanding of the 
underlying system is required for successful exploitation. 

Unlikely 
Exploitation requires a deep understanding of the underlying 
systems or advanced technical skills. Precise conditions may 
be required for successful exploitation. 
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Business Impact Classifications 
Impact Description 

Major 
Successful exploitation may result in large disruptions of critical 
business functions across the organization and significant 
financial damage. 

Moderate 
Successful exploitation may cause significant disruptions to 
non-critical business functions. 
 

Minor 
Successful exploitation may affect few users, without causing 
much disruption to routine business functions. 
 

Remediation Difficulty Classifications 
Difficulty Description 

Hard 
Remediation may require extensive reconfiguration of 
underlying systems that is time consuming. Remediation may 
require disruption of normal business functions.  

Moderate 
Remediation may require minor reconfigurations or additions 
that may be time-intensive or expensive. 
 

Easy 
Remediation can be accomplished in a short amount of time, 
with little difficulty. 
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INFORMATION GATHERING 
SB Software was given a scope of host(s) from Example Corp, LLC. that includes the WordPress 

site server (10.10.162.222). You can see the network details of that device listed below: 

- IP Address:  10.10.162.222 

SB Software was able to verify the IP address and connectivity of the WordPress server by 

connecting pinging the provided IP address. 
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ENUMERATION 
SB Software Inc. performed service enumeration to discover information about the services 

available on 10.10.162.222 that revealed that TCP/22 (SSH), TCP/80 (HTTP), and TCP/3306 
(MySQL) were open: 

 
Figure 1: Port scan of 10.10.162.222. 

After further enumeration, we were able to confirm that the corresponding services were running: 

 
Figure 2: Service scan of discovered ports. 
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We try browsing to the IP address, and successfully see a WordPress site’s landing page: 

 
Figure 3: WordPress site landing page. 
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VULNERABILITY ASSESSMENT 

Number Finding Score Risk Page 

1 XML External Entity Processing 7.1 High 17 

2 Improper Error Handling 5.3 Medium 24 
NOTE: (Sorting by descending risk score followed by timeline) 
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1: XML External Entity Processing 

HIGH RISK (7.1/10) 

CVSS:3.1 Vector String CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:N 

Exploitation Likelihood Likely 

Business Impact Major 

Remediation Difficulty Easy 

Security Implications 
An XML External Entity attack targets applications that interpret XML data. The attack happens 

when an XML input, which references an outside entity, is managed by an improperly set up XML 

parser. Such an attack can result in the leak of private information, service disruption, server-side 

request manipulation, port scans from the viewpoint of the device hosting the parser, and other 

adverse system consequences. 

Analysis 

After successfully authenticating to the WordPress site, we discover that it is running on version 

5.6.2: 

 
Figure 4: WordPress dashboard indicating that the WordPress version is 5.6.2. 

https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:N
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After some research, we are able to discover that WordPress 5.6.2 is vulnerable to CVE-2021-

29447: 

 
Figure 5: Authenticated XXE vulnerability affecting WordPress versions 5.6-5.7. 

Following the steps outlined in the vulnerability proof of concept, we create and upload a malicious 

WAV file: 

 
Figure 6: Creating a malicious WAV file as explained in the vulnerability POC. 
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Figure 7: Uploading our malicious WAV file to extract the /etc/passwd file from the system. 

We can see that the payload calls back to our server, and sends the requested data in base64 

encoded format: 

 
Figure 8: Payload calls back to malicious server with requested data. 
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Figure 9: Decoding the received base64 string and extracting the /etc/passwd file contents. 
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Seeing that we can successfully read server-side files, we slightly modify our payload and extract 

the WordPress configuration file containing the database authentication credentials: 

 
Figure 10: Reading contents of the wp-config.php file to obtain MySQL credentials. 



 

EXAMPLE CORP, LLC. CONFIDENTIAL Page 22 

 

 

 

We can successfully authenticate with the database using the discovered credentials: 

 
Figure 11: Successful authentication with remote database using the discovered credentials. 

From here, we extract, and crack the administrative user’s credentials: 

 
Figure 12: Accessing the wptry_users containing users and their hashed passwords. 

 
Figure 13: Successfully cracking the administrative password. 
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Figure 14: Successful login as the administrative user. 

Recommendations 
● Upgrade WordPress to the latest version. 

References 
● https://nvd.nist.gov/vuln/detail/CVE-2021-29447 
● https://wordpress.org/news/2021/04/wordpress-5-7-1-security-and-maintenance-release/ 

  

https://nvd.nist.gov/vuln/detail/CVE-2021-29447
https://wordpress.org/news/2021/04/wordpress-5-7-1-security-and-maintenance-release/
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2: Improper Error Handling 

HIGH RISK (5.3/10) 

CVSS:3.1 Vector String CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N 

Exploitation Likelihood Likely 

Business Impact Moderate 

Remediation Difficulty Easy 

Security Implications 
Improper error handling, such as providing overly descriptive error messages like "username 

incorrect," can inadvertently reveal sensitive information about the system or its users. This can 

assist malicious actors in refining their attack strategies, potentially leading to unauthorized 

access or system compromise. 

Analysis 

When trying to log into the WordPress instance, we notice that the web page throws an error 

indicating that the username we chose is incorrect: 

 
Figure 15: Overly descriptive login failure error. 

https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
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Knowing this, we can mount a brute force attack to obtain a valid username from a list of common 

or easily guessable username. We successfully discover a valid username, and simultaneously 

discover the corresponding password: 

 
Figure 16: Credentials discovered via brute force attack using overly descriptive error string. 

 
Figure 17: Successful authentication using discovered credentials. 

Recommendations 
● Use a vague error message for all credential failures such as “Invalid credentials” on both 

a wrong username, and a wrong password. 

● Implement brute force mitigation controls such as account lockouts, captchas, IP jails, etc. 

References 
● https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html 
● https://hackertarget.com/wordpress-user-enumeration/ 
● https://owasp.org/www-project-top-ten/2017/A2_2017-Broken_Authentication 

https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html
https://hackertarget.com/wordpress-user-enumeration/
https://owasp.org/www-project-top-ten/2017/A2_2017-Broken_Authentication
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APPENDIX A - TOOLS USED 

Tool Description 

Hydra Used for brute-forcing of web applications. 

John the Ripper Used to crack password hashes. 

Metasploit Used for exploitation of vulnerable services. 

Nmap Used for port enumeration on hosts. 

Table A.1: Tools used during assessment. 
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APPENDIX B - ENGAGEMENT INFORMATION 

Client Information 

Client Example Corp, LLC. 

Primary Contact John Smith,  
Chief Information Security Officer 

Approvers The following people are authorized to change the scope of 
engagement and modify the terms of the engagement. 

- John Smith 
- Jane Doe 

Table B.1: Client information. 

Version Information 

Version Date Description 

1.0 November 3, 2023 Initial report to client 

Table B.2: Report version information. 

Contact Information 

Name SB Software Inc. 

Address 451 Datura Street, L’Ile-Perrot, QC J7V 7K4 

Phone (438) 935-3477 

Email info@sbsoftware.ca 

Table B.1: SB Software Inc.’s contact information. 
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